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FOREWORD

This document describes all of the Visor Web V1.11 application’s features.
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TO USE THE APPLICATION 4

IHOME SCREEN

L
< S
1l ==

Connection

Version 1.11

From this window, you can:
e Login by clicking on the “*™ % pytton
e Change application language (French or English) using the BE = pttons
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e Access the Vauban Systems website by clicking on the logo
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A ess 0lp) - =20
= 5% l-. ) = =Y L _
Visits Schedules and rights Users Events Overview
R
L. o LY ) )
e =
Shortcut Administration Tools Log out
Security level: 1 Administrator | Nominal installation | Visor LIGHT
From this menu, you can:
ola
e Access the visits window by clicking on the Wisils button if you have a visitor module

enabled
I".ﬁ
" (D
e Access the time slot and access rights window by clicking on the | =hdules endngnts - bytton

o Inthe sub-menu, you can access special days, public holidays and access groups
ala

Chy

e Access the user window by clicking on the L button
o Inthe sub-menu, you can access the list of usernames, user creation, attendance
time and attendance management
I —

e Access the events window by clicking on the —_ button

e Accessthe overview window by clicking on the button  enew

e Access shortcuts by clicking on the Shoncit button
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o Inthe sub-menu, you can access shortcut management

.
&

e Access the administration window by clicking onthe  ##mnisiation. hytton

o Inthe sub-menu, you can access managers and logs
a
oD}
e Accessthe application’s tools by clicking on the Tocs button

o Inthe sub-menu, you can access preferences, companies, event settings, code
generation (if the smartcode module is enabled)

@

e Logout by clicking on the Log ent button



h Shortcuts

L L

Raccourci 3 Raccourc Raccourci
Génération
code

From this window, you can:
e Runashortcut

Ly vonsce I

Add Delete Return

Raccourci 3 Raccourci Raccourci

Génération
code

Display all

Maove down

©

From this window, you can:
e Display the shortcut file
e Deleteashortcut
e Hideashortcut
e Forwardashortcut
e Backashortcut
e Display all shortcuts
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I' Add a shortcut

Label ofthe shortcut

Shortcut
Type :

Open a window

Open the next window :

Time ranges

Company
Mot defined

Waaue .
FAHERE -
sasada
amgee
vamsqae
Saeean

From this window, you can:
e Configure ashortcut
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SMART ACCESS CONTROL

S W @

ola) ol E]
P w -|
ﬁ ehg 50 era =3
—_—
Visits Schedules and rights Users Events Overview Administration Tools

F‘g Time ranges Q 6

Create  Delete
Time ranges
[J plaget

From this window, you can:

e Display time slots

e Create atime slot by clicking on the cat: button
e Delete a time slot by clicking on the & putton

Click on s to create a time period. The following window appears:
(- o0 5 e o0e
et tor [ : Pe——— o mamt  oow ome B e e B
From this window, you can:

e Setaname for the time period
(B
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e Add various slots for each day
e Assignacompany to the time period
e Deleteatimeslot

SPECIAL DAYS

L,
VAT

SMART ACCES5 CONTROL

4 & B L4 r = 2 @ @

Visits Schedules and rights Users Events Qverview Administration Tools

E‘Té Special days @ 6

Create Delete

Special days list

O ex
[] \Liste

From this window, you can:
e Display special days from a list
e Createalist of special days
e Deletealist of special days

Click on c=at= to create alist of special days. The following window appears:
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Validate Return.

Mame List2

MNew period

Format DayMonthiYear
— From 17/04/2018 (31

— To 1700412018 31

(@ Renewable

() Mon-renewable

L A

Company

Not defined

From this window, you can:

e Add different days
e Assignacompany to the time period
o Delete adayfromthelist

WWW.VAUBAN-SYSTEMS.FR ﬁq
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PUBLIC HOLIDAYS

F‘% Public holidays

April 2018
TWTF 38

3 4 5 &6 7
10 11 12 13 14
17 18 19 20 21
24 25 26 27 28

August 2018
TWT F S

1 2 3 4
7 8 9 101
14 15 16 17 18
21 22 23 24 25
28 29 30 3

December 2018
TWT F S

1
4 5 B 7 8
11 12 13 14 15
18 19 20 21 22
25 26 27 28 29

May 2018
TWT F S
1 2 3 4 5
g 9 10 1 12
15 16 17 18 19
22 23 24 25 26
29 30 3

September 2018
TWT F S

1
4 5 6B 7 8
11 12 13 14 15
18 19 20 29 22
25 26 27 28 29

January 2019
TWT F S
1 2 3 4 5
8 9 10 11 12
15 16 17 18 19
22 23 24 25 26
29 30 3

S
B
13
20
27

June 2018

TWT F S8

1 2
5 6 7 & 9
12 13 14 15 16
19 20 21 22 23
26 27 28 29 30

October 2018
TWT F S

2 3 4 5 6
9 10 11 12 13
16 17 18 19 20
23 24 2526 27
30 3

February 2019
TWT F S
1 2
5 6 ¥ 8 9
12 13 14 15 16
19 20 21 22 23
26 27 28

When you select the “Public holidays” menu, the following window appears:

S
)
10
17
24

4

11
18
25

v

Yalidate

July 2018
TWTF 8

3 4 5 6 7
10 11 12 13 14
17 18 19 20 21
24 25 26 27 28
31

Movember 2018
TWTF 8
1 2 3
8 7 B8 8 10
13 14 15 16 17
20 21 22 23 24
27 28 29 30

March 2019
TWT F
1

5 B 7 8
12 13 14 15
19 20 21 22
26 27 28 29

Return

Renewable Delete daily

" Non-renewable

From this window, you can:
e Addholidays
e Delete holidays

WWW.VAUBAN-SYSTEMS.FR



GROUPS

& <« &

Visits Schedules and rights

Py
F% Access group

Group

[0 Groupel
[0 Groupe 1

00 Groupe2

From this window, you can:

e
ay

Users

o)

F

Events

Frohibited

e Create agroup by clicking on the “® button

e Delete agroup by clicking on the E#&& button

e Export groups by clicking on the E#=1_ button

e Displayagroup

_5<'VAUBAN

Q ™ SysTEMS
SMART ACCESS CONTROL
am " LA
t
L '] °d; @
Overview Administration Tools

LN X

Export Create Delete

Limited number of accesses

Click on “# to create a group. The following window appears:

WWW.VAUBAN-SYSTEMS.FR



Access grou
5 rccessgroup
Authorisations

Mame Group 3

Validate Return

(] Prohibit group

—— Company Sociégté 3

[«]Use reader delay

[]Limit number of accesses

From this window, you can enter group access information.
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ﬁa Access group 0 o

Yalidate Return

information Authorisations Schedules

Prohibited readers Authorised readers /

From this window, you can authorise or deny access to readers.

ﬁa Access group o e
alidate Return
Authorisations Schedules

(® Identical schedules on all readers Permanent access
(") Different schedules on each reader

li

J

From this window, you can allocate time slots to each reader.

<7
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IDENTIFIERS

fola
ﬁm

Visits Schedules and rights Users Events Overview
@3 Identifiers
ldentifier Type Status
[ Identifier
O 1 Proximity badge In service
OTvpe O 2 Code In senice
[ Atributed [0 3542 Proximity badge In senice
[0 4652 Proximity badge In senice
[] Status
[ 23145 Proximity badge In service
C
L Gompany O 27652 Proximity badge In service
[ 35466 Proximity badge In service
Find
[0 35467 Proximity badge In senvice
| 636 Code In senice
[] 3728283428 Proximity badge In senice
From this window, you can:
[ identifier
e Search for usernames by:
Username LlTvee
Type [ Attributed
o Assignedto
o Status [y status
o Ourcompany CJcompany
Find

O

e Export usernames by clicking on the E= button

e Create usernames by clicking on the = putton

e Delete usernames by clicking on the P& button

WWW.VAUBAN-SYSTEMS.FR
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por o @
Administration Toals

VO &

Export  Create Delete

Associated user

testhom testPrenom
Mot attributed
MonMom MonPrenom
Moniom MonPrenom
MonMom MonPrenom
User 13

User 11

User 12

nomintrouvable
prenomintrouvable .

DUPONT Jean




To create usernames, click on “* _ The following window appears:

m Create identifiers o o

Validate Return

First number

Taaamat Quantity

Type Proximity badge

Status In semvice

Company Mot defined

From this window, you can:
e Enter the first number of the usernames
e Enterthe number of usernames
e Select the badge type
e Select the username status
e Assignacompany to usernames

<7
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Visils Schedules and rights
[ola)
ohg Users
Identity
[IName
O Nom?Z Prenom2
[] First Name
| Nom3 Prenom3
[]Presence | testNom testPrenom
O Prenom1 Mom1
[] Status
O User 11
[ Groups O User12
| User13
[ I1dentifier
O MonMom MenPrenom
[ Company O MonMom MonPrenom
| Montom MonPrenom
Find

From this window, you can:
e Searchforauserby:
Last name
First name
Visit
Status
Groups
Username

O O O O O O

Our company

Users

O

55 VAUBAN

SYSTEMS
SMART ACCESS CONTROL
r mm "~ 8,
- X
b ] 0D
L o 0, @
Events Overview Adminisiration Tools

¢ OO0 Q

Confidentiality Export Create Delete

Groups Status
~
Authorized
Authorized
Authorized
Groupel Authorized
Groupe Authorized
Groupe1 Authorized
Groupe Authorized
Groupel Authorized
Groupe Authorized
Groupe1 Authorized -
COname
[JFirst Name
[Presence
[ status
[ Groups
[ 1dentifier
[ Company
Find

e Exportusers by clickingon the E# button

@

e Addanew user by clicking on the =% putton

e Displayauser'srecord

e Editauser

<7
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X

e Delete auserby clicking on the P##= button

e Render the traces of old users anonymous by clicking on the button =it

Click on the = button to create a user. The following window appears:

oy
ahg User

Validate Return

Identity Identifier Authorisation Additional information Movements Options Biometrics Registrations Printing
Name
Firstname
Parcourir_
Presence: Unknown Delete Remove image

From this window, you can:

e Change the user's identity by selecting the S tab

e Change the user’'s username by selecting the S tab

™
ahg User

Validate Return

Identity Identifier Authorisation Additional information Movements Options Biometrics Regisirations Printing

Number Type Status. Add

Delete

Authorisation
e Change user permissions by selecting the _ tab

<7
WWW.VAUBAN-SYSTEMS.FR ﬁq m




Validate Return

Identity Identifier Authorisation Additional information Movements Options Biometrics Registrations Printing

Status Authorized Access groups
Add
Time range Group range :]
Delete
Validity dates
[JEnable

Temporarily forbidden
[]Enable

e Edit additional information that is not part of the identity window by selecting the

saaas Additional information
e tab

o User

Validate Return

Identity Identifier I Additional information Movements Options Biometrics Registrations Printing

Mail

Phone

e Findout the user's latest actions by selecting the tab

-
ahg User

Validate Return

Identity Identifier &) £ Additional information Movements Options Biometrics Registrations Printing

No movement

e Change user options by selecting the tab

<7
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Validate Return

Identity Identifier Authorisation Additional information Movements Options Biometrics Registrations Printing

[J Alarm management [CJFoliow by SMS
[JMo anti-passback monitoring
[ Anti-passback forgiveness [ This user must have a host

[Jmanage office mode

[JNumber of passages

[OThis user must swipe a badge and then enter this code

e Encode abadge or register a user’s fingerprint by selecting the tab

-
kg User

Validate Return

Identity Identifier Authorisation Additional information Movements Options Biometrics Regislrations Printing

Enrolment module Digitouch

Badge

‘ Encode a badge without aﬁngerpnml
‘ Encode a badge using one finger |

‘ Encode a badge using two fingers |

e Assignregistration numbers (if the LPR module is enabled) by selecting the

Validate Return

Identity Identifier \ Additional information Movements Options Biometrics Registrations Printing

Registrations

In service

e Printabadge or send a badge by email by selecting the tab

<7
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Validate Return

Identity

Identifier

Preview

[Date : 0511112018
[Prénom
Mo :

Printing

Print

Printing template

Identifiers

Modéle 2

Send an email

Email

Send by mail

e Manage user permissions by selecting the

[:g -

90

Validate Return

Authorizations of the user

Date 1* a1
Date 3* En
Date 4* a1
Date 2 [l

Delete

Delete

Delete

Delete

Printin:

WWW.VAUBAN-SYSTEMS.FR
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CREATION OF USERS

Click on the "Create users” menu. The following window appears:

oln
@hg Create users o @

Mext Cancel

Creation of identifiers (badges, transmitters, etc.)

(@) Enter password manually

() Generate random codes
(_J Learn identifiers using a reader

Follow the various steps to create users.

<7
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VISIT TIME

fole)
ﬁuu

Visits
m Time Attendance

Access Choice

Zones:
Zone 2

Zone 3
Zone 4

e
=3

:

From this window, you can:
e Select areader forinputs and outputs
e Selectaperiod
e Selectagroup oruser
e Exporttheresults
e Send theresults by email

Schedules and rights

First Name

Users

Period Choice

November 2018

Users Choice
(@) Group:

All groups

Inputs

e Select aformat for the results file

e Display visits

F

Events

() User:

55 VAUBAN

mm o
kI § “
Overview Administration
Results
~ Calculate

Print
Format CSV (.csv)

[Jshow passages

Daily total Total

WWW.VAUBAN-SYSTEMS.FR

SYSTEMS

SMART ACCESS CONTROL
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Export

Send by email

Total (in hours)




ATTENDANCE MANAGEMENT

Al
ﬁm

Visits

Choice of areas

Zone 2
Zone 3
Zone 4

\
=

LastName

5

Schedules and rights

m Attendance Management

Results
Calculate
Print

Format CSWV(.csv)

olp) oo
-
[ 59 —
——
Users Events Overview
Export
Send by email

[[] Generate a subtotal by area

Sortresults by :

Firstname

From this window, you can:

e Selectazone

e Export theresults

e Send theresults by email

Name ~

Access group Area

e Select aformat for the results file

e Generate a sub-total per zone
e Selectasorting method

WWW.VAUBAN-SYSTEMS.FR
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Tools
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EVENTS

4 VAUBAN

SYSTEMS

SMART ACCESS CONTROL
=

i e o % @
Visits Schedules and rights Users Events Overview Administration Tools

> Events O 9O

- Send by email Export

[Joat Date Type Origin ldentifier Name First ame
ate
. A Entrée INVITES & A
. . Entrée INVITES &
16/01/2018 16:51  Plague reconnue Entrée Village LIVRAISONS
16/01/2018 16:51  Utilisateur accepté Entrée Village KHEOQS UMIVERSAL VOITURE
Ovpe . Entrée INVITES &
16/01/2018 16:51 Plague nonreconnue Entrée Village LIVRAISONS
Entrée INVITES &

16/01/2018 16:51 Plague nonreconnue Entrée Village LIVRAISONS

Crigin 3
O 16/01/2018 16:49  Plaque non reconnue Entrée Village SIERIIIESES

LIVRAISONS
16/01/2018 16:40  Plaque reconnue  Entrée Village E&};ﬁggﬂg”
[Jhame 16/01/2018 16:49  Utilisateur accepté  Entrée Village 'E;ER'E BOSOMMEIL 1 0ey
16/01/2018 16:44  Utilisateur accepté Entrée Village LAVERIE MATU SALMOMN
[JFirst Name 16/01/2018 16:44  Plague non reconnue Entrée Village EIQ:::IEI‘{E')“:ILES&
16/01/2018 16:42  Plague non reconnue Entrée Village EIQ.};::SI{E')‘J:LES&
1 Find 16/01/2018 16:42  Plague non reconnue Entrée Village EI’\‘:'RE:IQ“'D“:TSES&
| 16/01/2018 16:41  Plague non reconnue Entrée Village Em;:ﬁé%“:gzss‘
16/01/2018 16:39  Plague non reconnue Entrée Village Ew:::lé%‘ﬁgiss‘ .
16/01/2015 16:38  Plague non reconnue Entrée Village EI’\‘:;:&“;TSES&
16/01/2018 16:37  Plague non reconnue Entrée Village EIQ}S:I;%“:LES& ©

In this window, you can:

[Date
e Search for events by:
o Date —
Type
[ Origin
o Source
o Lastname Dreme
o Firstname DiFistiame

Find

e Send events by email by clicking on the =#nitremail bytton

e Export the events by clicking on the E=ut  button

<7
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DAYBOOK

¥ 4

™ r‘é' ™
Visits Schedules and rights Users
I * Daybook
Filter choice Period Choice
Category - All w Today
Manager: All ~
Severity : All ~
Date Event date Input

Depuis cette fenétre, vous pouvez:

5 VAUBAN

Q " svsTEMS
SMART ACCESS CONTROL
_ o
- . .l H‘ o Pingd t
0 .
I L e 9, @
Events Overview Administration Tools

O @

MNew entry Categories

Results

e Display Export
Print Send by email
Format: Text (.txt) ~
Category Manager Severity Attachment

e Declare a new entry by clicking on the Me¥env. button

e Define categories by clicking on the c3eeres bytton

e Filter events by category, operator, and severity

e Selectaperiod

e Display theresults

e Exporttheresults

e Printtheresults

e Send theresults by email

By clicking on the Meweniw hutton, the following window appears:

<7
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I ®  New entry

Text:

Event date : 051172018 10:31:24
Category : Categorie 1

Severity Low

Aftachment : Parcourir...

From this window, you can:

Enter alabel

Enter a date for the event
Select a category

Select a severity

Select an attachment

By clicking on the ca®nes pytton, the following window appears:

I ® (Categories

Categorie 1
Categorie 2
Categorie 4

Categorie 6

From this window, you can:

Add a category
Edit a category
Delete a category

WWW.VAUBAN-SYSTEMS.FR
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OVERVIEW

_5<VAUBAN
Q ™ systeEms
SMART ACCESS CONTROL
lale) R ola) - £l - L% :
M o ks e L _ e % ©
Visits Schedules and rights Users Events Overview Administration Tools
2 vap ©
= Update

From this window, you can:
e Display afloor plan from the list of floor plans.

Click on areader on the floor plan to
control it. The following window appears:

From this window, you can:

Opening ° Control the selected reader.

Mormal mode

Cpening Maintained

Closure Maintained

WWW.VAUBAN-SYSTEMS.FR Aq m



From this window, you can:
. Manage the selected intrusion zone

Disinhibit

Click on anintrusion group on the floor plan to control it. The following window appears:

From this window, you can:

Siies ._‘=5 Groupe 1 o . Manage the selected intrusion group

Return

Commissioning

Parial commissioning

Decommissioning

<7
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MANAGERS

o< VAUBAN

Q ™ sysTEMS
e e moy ~- o,
i  5r:] w [~ &= o % ©

Visits Schedules and rights Users Events Overview Administration Tools

Managers 3

Create

> 5

= & Administrator
& Soc3

From this window, you can:
e Display amanager

e Create a manager by clicking on the === button

<7
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Click on the === button to create a manager. The following window appears:

z Manager o e

Yalidate Return

Information Company Rights Readers

Mame Gestionnaire 23 ] Enable validity dates
First Mame

Email

Fhone

[] Default windows

Password TTIT I

Confirm password Ty

[]The password may be changed

[ 1Manager prohibited
[IManager using the smarphone application

[1Receive alers

From this window, you can enter manager information.

<7
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90

Validate Return

Information Company Rights
Societé 1 [ ] Authorise
Société 2 []Authorise
e
R

From this window, you can allocate companies to managers.

WWW.VAUBAN-SYSTEMS.FR
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z Manager o e
Validate Return
Information Company | Rights
Complete control Read-only Rejected
Schedules and access g
rights
Time ranges O L]
Public holiday management L] L]
Lists of special days ] L]
Access groups O] L]
Users
Identifiers ] v

From this window, you can allocate permissions to managers.

<7
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enoger 90

Walidate Return

Information Company Rights Readers

[«] Limit access to different readers /

Mo drive Submit
e

— Reader Dirive Acknowledge =
Entrée Village ] ]
Lecteur 8 ] ]
Lecteur 19 ] ]

From this window, you can limit or not limit access to certain readers.

WWW.VAUBAN-SYSTEMS.FR ﬁq E




LOG

Al
ﬁ&.

Visits

z Log

From 17/04/2018 3,
To 17042018 5

Find

s
&)

Schedules and rights

Date
17i04i2018 17:29
1710472018 17:12

17/04/2018 15:50

1710412015 15:50

17/04/2018 15:02

From this window, you can:

Type
Ouverture session
Ouverture session

Cuverture session

Modification

Ouverture session

r.. iy
& n §
—_—
Events Overview
Mame First Name

Administrator
Administrator

Administrator
(SMARTPHONE)

Administrator

Administrator

e Display the log entries between a specific start and end date

e Export/Printthelog

WWW.VAUBAN-SYSTEMS.FR
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Administration Tools
Export/Print
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PREFERENCES

o
o'nl. Preferences o e
°Q;

Validate Return

Configuration Additional Information Biometrics Autosave Confidentiality

General Emails Smartphone application

[JManage identifiers in hexadecimal

[] Display numbers written on identifiers

[CJEnable global anti-passback

[ Delete users having reached the maximum number of passages

[[]Delete expired users

From this window, you can:
e Configure general preferences
e Configure emails
e Configure access to the smartphone application

<7
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% o o
1 Pref
Q!} references

Validate Return

Configuration Additional Information Biomet

Confidentiality

Additional information for users

Mame Type  Text Add |

Mame Type

Mandatory Delete |
= [ testd Text ] Configure

From this window, you can:
e Create additional fields
e Change an additional field
e Delete additional fields

é}.‘ o o
F Prefi
ga}. references

Validate Return

Configuration Additional Information Biometrics

Confidentiality

Mifare encoding

Mifare sector used 1

[JEnable management af fingerprints anly

By selecting this box, you acknowledge that you are in a country where the use of a
fingerprint alone as the sole means of identification is authorised.

[ Load photos onto biometric readers (approximately one second per photo)

WWW.VAUBAN-SYSTEMS.FR



From this window, you can:
e Configure the Mifare sector used
e Enable fingerprint management only

e Enable the uploading of photos to biometric readers

[
yimt  Preferences o e
09,

- Validate Return

Configuration Additional Information Biometrics Autosave Confidentiality

[JEnable autosave

From this window, you can:
e Enable automatic backup
e Exportthe backuptoanFTP server
e Exporttoanemail address
e Sendareport by email

<7
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o
o'nt. Preferences o o
l!ai

Validate Return

Configuration Additional Information ] A ] Confidentiality

The European regulation on the protection of personal data (RGPD) is applicable from May 25, 2018
Itimposes to limitthe conservation of personal data over time, and sets at 3 months the legal duration of conservation of the maovements.

When deleting a user

Supprimer uniguement |a fiche utiIi

e [JApplyto the deleted users

When deleting a manager

Supprimer uniguement |a fiche ges

L

From this window, you can:
e Define an action when deleting a user
e Apply the action of deleting a user to users already deleted
e Define an action when deleting a manager
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COMPANIES
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é%:, Companies @ g

Create  Delete
Companies

Société 3

Société 5

Société 7

Ooodond

Société 8

From this window, you can:

e Display acompany
e Create a company by clicking on the &t button

e Delete acompany by clicking on the st button
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Yalidate Return

[dentity Coordinates

Authorised readers

Mame Company 9
Mame of manager

SIRET business identification number

VAT number

Group Groupe

From this window, you can:
e Enterthe companyID

;i:} Company 9
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Validate Return

|dentity Authorised readers

FPhone

Address Fax

Zip Code
City

Country: Angola
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From this window, you can:
e Enter the company details

o, Company9 v

Walidate Return

[dentity Authorised readers

== Authorised Readers

] Lecteur 1 ~
Lecteur 3
Lecteur 5

Lecteur ¥

Lecteur 8

Lecteur 2

Lecteur 4

O 0Ododdgon

Lecteur G

From this window, you can:

e Authorise or deny access to readers
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CONFIGURATION OF EVENTS
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ooa: Event configuration

Type of events
Identifiant inconnu
ldentifiant suspendu
Identifiant volé
Identifiant hors site
ldentifiant hors distributeur
ldentifiant non attribug
Echec authentification
Utilisateur accepté
Aftente code

Utilisateur interdit

From this window, you can:
e Display atype of event

6!
sim®  |dentifiant inconnu O e
69}

Validate Return

Mame |dentifiant inconnu

[ ] Matify by Email

Delete events after 365 days

Colar: .

From this window, you can configure the type of event.
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